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ABSTRACT 

In the contemporary era, approximately 70% of user data is readily available online, stored in 

centralized servers where the potential for misuse or alteration by owners or database managers 

poses a significant threat. Users often find themselves compelled to disclose sensitive information, 

including address, zip code, gender, and medical history, for identity verification or Know Your 

Customer (KYC) registrations. The lack of a direct mechanism for users to ascertain the security of 

their data on these servers raises concerns about privacy breaches and unauthorized use of personal 

information. 

To mitigate the risks associated with the leakage of sensitive information, we propose the 

implementation of Blockchain-based KYC Sharing. Blockchain technology, renowned for its 

inherent support for data encryption, access control, and data immutability, presents a robust 

solution. Each record in the Blockchain is treated as a transaction or block, uniquely associated with 

a HASHCODE. During the addition of new records, Blockchain meticulously verifies the 

HASHCODE of all preceding records. If the data remains unaltered, the verification process is 

successful, rendering the Blockchain immutable. Access to data stored in the Blockchain is restricted 

to users with explicit permissions, ensuring secure sharing of records. 

 

1 INTRODUCTION 

 

In our increasingly digitized world, the proliferation of online platforms has resulted in a 

substantial volume of user data, particularly through identity verification processes like Know Your 

Customer (KYC). However, the conventional methods of storing and sharing identity information 

often fall short in terms of security, leaving users vulnerable to data breaches and misuse. The 

"Secure Sharing of Identity (KYC)" project aims to address these concerns by leveraging advanced 

technologies to establish a robust and trustworthy framework for managing and sharing sensitive 
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identity information. 

 

Literature Survey 

1.Title :KYC Optimization by Blockchain Based Hyperledger Fabric Network 

Author: Nazir Ullah; Kawther A. Al-Dhlan; Waleed Mugahed Al-Rahmi 

Abstract: 

In financial institutions, the traditional Know Your Customer (KYC) process is insecure, and 

costly. The adoption of disruptive technology is a necessary condition for the coming future of 

financial institutions. This study proposed a Hyperledger Fabric network for KYC optimization. The 

Performance of the proposed system was tested by using the Hyperledger Composer. The experiment 

results confirm that due to the strong and identity features of Hyperledger Fabric, the proposed 

system can speed up the KYC clearing transfers, challenge the inefficiencies that arise from 

duplicated conduct of similar tasks, secure data sharing, cost-effective, and ultimately bring 

transparency in the traditional KYC system. 

 
3 IMPLEMENTATION STUDY 

EXISTING SYSTEM: 

Currently, the majority of identity data is stored in centralized systems, posing inherent risks 

of unauthorized access, manipulation, and potential breaches. Users, especially during KYC 

procedures, are often required to disclose sensitive information, including personal details and 

documentation, without adequate assurance of its security. This reliance on centralized servers 

lacking advanced security features exposes users to the ever-looming threat of identity theft, privacy 

invasion, and misuse. 

 Disadvantages: 

 
 Security Audits and Upgrades: Conduct regular security audits and implement robust 

encryption, authentication, and access control mechanisms. 

 Investment in Technology: Allocate resources for upgrading technologies and training 

personnel to manage secure KYC data sharing effectively. 

 Risk Management: Develop a comprehensive risk management framework to identify and 

mitigate operational risks associated with KYC data handling. 

 

 Proposed System & alogirtham 

To enhance the security and privacy of identity information, the proposed "Secure Sharing of 

Identity (KYC)" project introduces a state-of-the-art solution by incorporating blockchain 

technology. Blockchain, renowned for its immutable and decentralized nature, ensures data integrity, 

https://ieeexplore.ieee.org/author/37088523915
https://ieeexplore.ieee.org/author/37088943683
https://ieeexplore.ieee.org/author/37086354732
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access control, and encryption. Each identity record becomes a secure transaction within the 

blockchain, associated with a unique identifier. The system employs smart contracts to facilitate 

secure data sharing, allowing access only to authorized parties while maintaining a transparent and 

traceable record of data interactions. 

4.1 Advantages: 

 Strong Encryption: Implement state-of-the-art encryption algorithms (e.g., AES-256) to ensure 

sensitive KYC data is securely stored and transmitted. 

 Flexible Integration: Develop APIs with clear specifications and standards to facilitate 

seamless integration with third-party services, legacy systems, and external stakeholders. 

 

              Fig:3.1 System Architecture  

 

IMPLEMENTATION 

Modules Used in Project  : 

Tensorflow 

TensorFlow is a free and open-source software library for dataflow and differentiable 

programming across a range of tasks. It is a symbolic math library, and is also used for machine 

learning applications such as neural networks. It is used for both research and production 

at Google.  

https://en.wikipedia.org/wiki/Free_software
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Library_(computing)
https://en.wikipedia.org/wiki/Library_(computing)
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Neural_networks
https://en.wikipedia.org/wiki/Google
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TensorFlow was developed by the Google Brain team for internal Google use. It was 

released under the Apache 2.0 open-source license on November 9, 2015. 

Numpy : Numpy is a general-purpose array-processing package. It provides a high-performance 

multidimensional array object, and tools for working with these arrays. 

It is the fundamental package for scientific computing with Python. It contains various 

features including these important ones: 

 A powerful N-dimensional array object 

 Sophisticated (broadcasting) functions 

 Tools for integrating C/C++ and Fortran code 

 Useful linear algebra, Fourier transform, and random number capabilities 

 

5 RESULTS AND DISCUSSION 

 

Screenshots: 

Now-a-days worldwide 70% user’s data are available online and this data will be stored at 

single centralized servers whose owners or database managers may misuse or alter user’s data and 

there is no direct way for the user to know about such misuse. Sometime for Identity proof or KYC 

registrations users may have to disclose sensitive information to such servers and leakage of such 

sensitive information may harm user’s privacy. Sensitive information include address, zip code, 

gender, diseases etc. 

To avoid such leakage of sensitive information we are employing Blockchain based KYC 

Sharing. Blockchain has inbuilt support for data encryptions, data access control and immutability 

(data once stored can be altered in any manner) of stored data. Blockchain store each record as 

transaction or block and associate each block with unique HASHCODE and while storing fresh 

records Blockchain will verify HASHCODE of all previous records and if data unchanged then it 

will result into successful verification and this verification will make Blockchain immutable. Data 

stored in Blockchain can be access by only those users who has permissions and can be consider as 

Secure Sharing of Records. In propose work if any company or other organization access user KYC 

then Blockchain will send EMAIL notification to KYC user about access. 

Above advantages of Blockchain diverting us to manage all KYC records using Blockchain. 

Blockchain can store or retrieve data using Smart Contract which can be designed using Solidity 

code. Smart Contract contains functions which will be access by Blockchain to manage user data. In 

below screen we are showing smart contract code 

https://en.wikipedia.org/wiki/Google_Brain
https://en.wikipedia.org/wiki/Apache_License
https://en.wikipedia.org/wiki/Open-source_license
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In above contract we have defined function to manage user sign up details and KYC details and this 

contract need to deploy in Blockchain using below steps 

1) First go inside ‘hello-eth/node-modules/bin’ folder and then find for ‘runBlockchain.bat’ file and 

then double click on that file to get below Ethereum screen 

2)  
3) In above screen Ethereum started with default accounts and private keys and then type command 

as ‘migrate’ and then press enter key to deploy contract and get below screen 
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4)  
5) In above screen in white colour text can see KY Contract deployed and got contract address also 

and this address need to specify in PYTHON code to access that contract to store and get user 

data. In below screen showing python code calling smart contract 

6)  
7) In above screen read red colour comments to know about contract calling and now contract 

deployed and let that contract running. 

To implement this project we have designed following modules 

1) User module: user can sign up with the application and then login and can upload KYC details 

with Identity proof image and can check status of KYC and can get notification on Registered 

EMAIL about KYC access by which organization 

2) Band Admin Module: this user can sign up and login to application and then can view list of 

uploaded KYC and after all verification Bank Admin may Accept or Reject user KYC. All this 

KYC can be access by only those Bank Admin who registered with Blockchain and if any 

organization access any User KYC then Blockchain will forward mail notification. 

To run project double click on ‘runServer.bat’ file to start python server and get below page 
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In above screen python server started and now open browser and enter URL as 

‘http://127.0.0.1:8000/index.html’ and press enter key to get below page 

 
In above screen click on ‘New User Signup’ to add users to Blockchain and get below page 
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In above screen user is entering details as Bank Admin and then press button to get below page 

 
In above screen Bank Admin sign up completed and similarly add one user like below screen 
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In above screen adding another details as ‘User’ and enter valid email ID to get notification and then 

press button to get below page 

 
In above screen user sign up also completed and now click on ‘User Login’ link to get below login 

screen 
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In above screen user is login and after login will get below page 

 
In above screen user can click on ‘Upload Your KYC’ link to upload KYC and get below page 
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In above screen user can enter KYC details and then upload some type of identity proof and then 

press button to save KYC to Blockchain and get below page 

 
In above screen in red colour text can see KYC saved in Blockchain and displaying hash Blockchain 

address of KYC stored.  Now KYC uploaded but not yet accepted by Bank Admin and now by click 

on ‘View KYC Status’ link to get below page 
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In above screen in last column user can see his KYC status as pending and now logout and login as 

‘Bank Admin’ like below page 

 
In above screen Bank Admin is login and after login will get below page 
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In above screen Bank Admin can click on ‘View KYC Request’ link to get below page 

 
In above screen Bank Admin can see all details of user KYC and then click on either ‘Accept or 

Reject’ link to accept or reject KYC and get below page 
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In above screen can see KYC accepted successfully and any Bank Admin can access that KYC by 

clicking on ‘Access KYC from Blockchain’ link to get below page 

 
In above screen Bank Admin will select desired user and press button to access that KYC and get 

below output 
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In above screen Bank Admin Kumar can view above KYC with all details and once he access then 

Alice user will get notification in mail like below screen 

 
In above mail screen can see Alice user got notification. 

So by following above screens we can saved all users KYC in Blockchain securely and only those 

users can access this KYC who has access control to Blockchain and if any Bank Admin access user 

KYC then user will get EMAIl notification  
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 6. CONCLUSION AND FUTURE WORK 

 CONCLUSION 

The "Secure Sharing of Identity (KYC)" project marks a paradigm shift in how identity 

information is managed and shared. By addressing the vulnerabilities in the existing system through 

the integration of blockchain technology and advanced notification mechanisms, the project strives 

to establish a secure, transparent, and user-centric approach to identity management. This innovation 

not only safeguards users against potential threats but also fosters trust in online identity verification 

processes. As we navigate the complexities of the digital age, the "Secure Sharing of Identity 

(KYC)" project stands as a pioneering effort to fortify the foundations of secure identity management 

in our interconnected world. 
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